











WASHINGTON COUNTY
2014 BUDGET - COMPUTER/IS DEPARTMENT
FUND: 1000 County General DEPT: 0115 Computer / IS Department

Annual

Slot Title Grade Salary
0115001 PROGRAMMER & SYSTEMS ANALYST 24 57,512.00
0115002 TECHNOLOGY DIRECTOR UN 85,040.00
0115003 NETWORK & COMPUTER ADMINISTRATOR 24 50,024.00
0115004 NETWORK & COMPUTER ADMINISTRATOR 24 48,048.00
0115010 PROGRAMMER & SYSTEMS ANALYST 24 48,048.00
0115011 PROGRAMMER & SYSTEMS ANALYST 24 48,048.00
0115020 COMPUTER SOFTWARE DESIGNER 18 37,919.00
0115021 COMPUTER SOFTWARE DESIGNER 18 37,232.00
0115022 COMPUTER SOFTWARE DESIGNER 18 36,186.00
0115050 SQL DATABASE ADMINISTRATOR 24 48,048.00

496,105.00
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*Washington County IT is intended to provide an
overall framework for the implementation of technology within the county. The purpose of the plan
is to align the application of technology to the County’s strategic goals and objectives. It will provide
a roadmap for all major technology initiatives undertaken by the County for the next three years.

This plan is divided into three sections. First is the vision and mission of the County and Information
Technology Department. The second section outlines the goals and objectives. The third section
lists the strategic initiatives that will be undertaken by the County to accomplish these goals and
objectives, with initiative overviews, benefits, resource requirements, and timelines.

To provide Washington County with the highest quality technology

The Office of Information Technology will provide the highest quality technology-based services,
vital to Washington County in the most cost-effective manner, to facilitate the county mission as it
applies to management, learning, and community service

To meet this mission we will:
Provide technological support for computer, multimedia, voice, and web based applications
to all areas of the county.
Promote and facilitate the effective integration of technology through planning,
programming, training, consulting, and other support activities.
Develop, enhance, and manage the County enterprise network to provide high speed,
transparent, and highly functional connectivity among all information resources.
Facilitate the collection, storage, security and integrity of electronic data while ensuring
appropriate access.
Promote new uses of information technology within the county through the support for
exploratory and innovative applications.
Provide leadership for effective strategic and tactical planning in the use of technology.

® Provide fast and Reliable access to all information systems.
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The following are Information Technology’s strategic goals and objectives that must be achieved in
order to fulfill the mission and vision of the County.

Model technology’s best practices by providing high-quality support through the appropriate use of
technology.

Use technology to provide and enhance employee support services along with greater access to
digital learning materials, thereby enabling greater employee success and access.

Such advancements could include tools like password self-service, 24/7 help desk and application
delivery via virtual desktop services

Use technology to enable communications and collaboration, leading to the development of high-
quality, innovative employees and services.

Provide strategic planning for all county offices and departments through business understanding of
technology needs and services aligning with a technology road map for these offices. Develop budget
strategies in order to sustain and enhance mission-critical technologies (Lifecycle)

Implement “green” technologies to reduce overall energy consumption and extend hardware
lifecycles.

Use best practices by implementing technologies that enhance information security, ensuring
compliance, confidentiality, information integrity, and availability.

This would include deploying HIPPA security devices in support of regulations and laws.

The following strategic initiatives will be undertaken in order to achieve the vision in the next three
years. The initiatives have originated from various sources. Many of the initiatives have been
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brought forward through the Washington County Steering Committee. Some have come from the
various participatory governance and advisory groups within the County and other initiatives have
originated from the Information Technology Department.

This section provides an overview of the initiatives, with a listing of benefits, estimated resource
requirements, and projected timelines.

Numerous capital projects are planned through 2014. IT will continue to provide services for all
projects through completion. These projects are a result of working with various departments and
offices in Washington County.

S

» All work conforms to County IT infrastructure standards

Ensure sufficient infrastructure for initial needs, and provide for future growth

All new technology equipment and software is deployed to Washington County standards
All projects are directly related to the county’s vision.

Archaic software is updated, which modernizes current platforms within the county.

R/
0’0

)
.0
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Washington County drive space has increased at a rapid pace outgrowing the current backup solution.
To meet the State’s best practice and legislative audit requirements as well as disaster recovery planning
and continuation of operations program {COOP), Washington County requires an upgrade to the current
solution. This upgrade will allow the county to purchase a tape system to back up its growing data.

Benefits:

» Pass audit requirements
» Protect County documents and data in the event of a system loss.

AOS / Washington County
)14 15 QTR
.895.00
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Washington County is looking to replace its old analog fax machines and phone lines with faxing to the
desktop though Voice over IP, This will reduce the number of phones lines required and users will be
able to receive, manage, and forward their faxes from within the county email system, reducing paper
cost, storage, and filing space.

The county currently transmits over 200 faxes each day requiring an employee (at an average hourly
rate of $12.50) to handle each fax for approximately 5 minutes. Each fax machine costs the county
approximately $18.00 a month. The total cost to handle incoming and outgoing faxes costs the county
$161,488.00 each year. Discounting the cost of the fax solution which is $23,187.00, total savings to the
county is expected to be $138,301.00 a year. This savings requires that all offices participate in the
faxing solution to enjoy this cost saving benefit.

esktop faxing

axing directly from email applications

axing directly from Microsoft Office applications

'ocument delivery to both fax and email recipients simultaneously

.utomatic inbound routing to groups' or individuals' fax or email boxes, shared network
folders, or printers
Fax Reporting, including both individual and system-wide fax transaction logs
Scheduled broadcast/batch faxing for reduced document delivery costs

@ Fax archiving, eliminating the need to keep faxed copies of documents

ington County

Cost savings of over $138,301.00 a year.
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Washington County requires the 911 enhanced calling features to allow the calling location to be
identified by emergency services when calling 911 for assistance. Once deployed the system will provide
the 911 dispatch center information as to which building and floor the call originated from.

» Provide location of originating 911 calls
» Faster response times to emergency calls
» Utilizing 911 enhance services

ington County

Provides 911 dispatch information on location of originating call allowing
faster response times to 911 calls within Washington County Offices.

To provide security for the south campus server room and increase the port count for device to access
the county network.
» Provide security to new fiber connections for secondary internet access

» Provide access for computer devices

hington County

Protect Washington County resources and access for computer devices
at the south campus
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washington County Juvenile Detention Center's video surveillance system is being provided a free
software upgrade by Cisco ($4527.00) to allow-audio recording. Washington County will however, need
to pay to have the software installed. This offer is only good though January 2014. In addition to the
audio recording the software will be upgraded to the latest version

Audio recording support — increase protection of residents
Mapping feature to view camera locations

Remote viewing for staff

100% discount on Software

YV VVYVY

shington County
R

Protect Washington County JDC residents, providing audio recordings with video.

> Protect desktop, laptop, and smartphones
> Scans for malware, viruses, and prevent access to the county system if a guest connect to the
system.

ington County

Protect security to remote device that Washington County resources and
users access. Protect Washington County from outside devices connecting to the county
system, preventing the spread of virus.
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Washington County is using web filtering for preventing access to deceitful and or harmful web sites.
This device is no longer supported and requires it be replaced. Washington County plans to replace the
device with a Cisco Iron Port appliance which provides remote and local computers access safety to
business web sites. Iron Port can also scan all web related traffic for viruses and malware thereby
further protecting county resources.

fron port provides for remote users

Protect desktop, laptop, and smartphones

Scans for malware, viruses, and provides content filtering of web sites.
Auto request for access to blocked sites base on business needs.
Supported updated appliance

YV VVVYVYY

ington County

Protect Washington County resources and users from questionable web
sites, malware, and viruses.

The Washington County email system (Exchange server); will lose support from Microsoft in April of
2014. Washington County will need to upgrade to 2013 exchange server in order to remain supported.

For Washington County to comply with HIPPA security rules, Washington County must provide data
encryption for private health information (HPI) data transmission according to 45 C.F.R. 164.312.

Washington County had HIPPA violations resulting in the termination of a long term employee. It was
the first violation though and did not result in any monetary fine. Subsection 4.02(B) requires technical
control be in place to protect the transmission of Private Health Information while in motion.

Upgrade to latest support version 2013
HIPPA Compliance software/device

Protect the county from HIPPA violations
Compliance with encryption of data transfer

YV V VYV
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» Protection of PHI disclosure though the use of auto devices
» Supervisor notification/alerts of PHI submission

shington County

)
A

Providing updated communication (email) system with HIPPA compliance.

Washington County has been utilizing AT&T Secure gateway to protect the county system from Spam
and Malware email’s getting in to the county email system. During the last year this gateway device has
not been effective in blocking spam message and as a result the email system has received enormous
amount of spam message that have been filling up user mailboxes. The county requires a system that
can be effective at protecting spam messages from getting to the mail server.

Minimizing the exposure to spam outbreaks

Diminish the mail box space requirements.

Provide end user with email tool to identify spam and eradicate messages
Reduce downtime and simplify administration

VVVY

shington County
R

Safeguard Washington County email system, prevent spam, and blended threats.
Enforce compliance to county email policy.
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Washington County 2012 Audit recognized the need to validate all user and groups that have access to
the county system to ensure they are authorized accounts.

» Validate Users and Groups access to the county system
> Fulfill auditor requirements
» Tighten security for Washington County System

AOS/ Washington County

)14 15* QTR (Must be done before exchange upgrade)

500.00
Return on Investment: Validate users and groups, removing outdated and no longer used accounts.
Meeting Auditor recommendation for management to annually review user account and
permissions.

Provide monthly service to county devices and provide assistance with Cisco VOIP and Switches.

> Validate configuration and security status of VOIP and Ciso Switches
» Fulfill auditor requirements

A0S/ Washington County
014 all year
,468.00

Washington County storage devices are expected to consume the current aliotted space by May 2014,
once this is reached county offices will no longer be able to save (store) its documents on the network.
Upgrading the system hard drives will increase the storage by 20 Terabytes and will allow growth for the
next two years.

> Increase storage space for county documents
» Allow electronic retrieval of its documents
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A0S/ Washington County
014 15* QTR
,099.00

Return on Investment: Validate users and groups, removing outdated and no longer used accounts.
Meeting Auditor recommendation for management to annually review user account and
permissions.

Under current paradigms offices are provisioned with a suite of applications based upon the
business needs. Installation often requires a technician to touch every computer in the office,
Changes in scheduling, or short notice from an office for updated software needs, creates a frantic
effort to deploy too many computer in too short a time.

This project is to test and validate that the county computers can be moved into a virtual
environment. We expect that most of the County PC’s can be moved into this new environment.
Some will not, and will be required to remain on current desktop computer systems. Once the test
is completed IT will be able to determine the number of computers system that can take advantage
of this environment and cost savings associated with it.

PC would now become a delivery terminal extending the current desktop lifecycle out beyond the
normal 3 years lifecycle, possibly as much as nine years.

Normal lifecycle plan of a desktop machine would occur 3 times in those nine years. The average
price of a computer system for Washington County is $2000.00 dollars. To replace all computers
over that nine year time period would cost the county $1,800.000.00 dollars. The estimated cost of
the new system is $200,000.00, providing a cost savings after the virtual system is in place of
approximately $1,300.000.00.

» One-to-many delivery of applications and operating system images, enabling rapid
deployment of service and adapting to changing needs of the office

> Enabling a more reliable method of deploying updates and patches — updating one image is
substantially faster and more cost effective than updating hundreds

> Enhanced accuracy in software licensing, possibly resulting in substantial savings in per seat
costs of software packages, preventing violations of software license.
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» Reduced capital expenditures due to longer lifespan of client hardware
» Substantial savings in refresh of desktop systems by replacing them with thin client
terminal, resulting in dramatic savings in electricity, and facility costs

Significant IT resources will be required for implementation; Hardware and software
expenditures will be significant,

commence in 2014 and will continue into 2015.

approximately $1,300.000.00 dollars

Advisory groups are formed by the IT director to provide feedback on specific aspects of county
functions. The Director appoints members to advisory groups based on the need to create

balanced, representative groups of individuals who are in the best position to provide feedback on
that specific area of operation.

All Information Technology committees are classified as advisory groups.
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November 11, 2013

Subject: IT Accomplishments

The Information Technology department has made great strides since Aug 11" 2010 with the
county systems. The following list details the department’s accomplishment.

e 2010 -1 was hired as the IT Director August 10®

e 2011 - Created county Help Desk, with call tracking software, and on call support.

e 2011 - IT steering commiittee created for all county offices/department, engaging the
counties business units into the technology planning process.

¢ Quorum Court IT committee formed for participating in technology planning in short and
long term system goals.

¢ Focus groups formed to gain an understanding of the county business processes for
departments and offices which aided in improving their technology needs.



e 2011 - Audits conducted on Washington County systems revealed weaknesses and
vulnerabilities that resulted in the recommendation for replacement of county firewalls and
web content filtering.

e 2011 - The Washington County network and computer systems assessment resulted in the
recommendation for replacing of outdated and obsolete computers

e 2012 - User meetings exposed a lack of modern workstation and telephone technology.

e 2011 - Most existing applications were outdated, and in many cases, were over ten years of
age.

e 2013 - Dell had the following suggestions for improvement:

Purchasing, deployment, maintenance should be standardized and centralized through
IT
Applications need to be updated and databases consolidated
IT staffing structure is sub-optimal due to low staffing levels
o Database Administrator required to manage SQL database servers
o Application programmer needed to support the county’s enormous application
portfolio
o Network/System Administrator for county switches, servers, wireless, and
growing catalog of endpoint devices which require modern connection
techniques
o Computer Software Analyst supporting workstations and applications
Email system needs upgraded, perhaps clustered or moved to the cloud
Active Directory needs to be cleaned up and reorganized
Print management program should be examined

Dell commended Washington County IT Department for:

Excellent focus on customer service
IT department is critical for Washington County Offices and Departments.

Deployed county wide wireless systems allowing:
2012 - Citizen access to free internet
@ 2012 - Access for Justices of the Peace using their personal computers during meetings.
2013 - Employees mobility within the county



o}

2012 - Installed camera system at Main Courthouse, Old Courthouse expanding
security views

2012 - Juvenile Justice Center security cameras replaced

2012 - Deployed Servers and camera for Collectors office.

2012 Deploy Security desk to view for Juvenile Justice Center

2013 - Justice Annex camera expansion

2013 - Deployed cameras to animal shelter

0 0 00O

2011 - Email spam appliance upgraded to allow filtering of county email.
o 2011 - Web Content appliance installed protecting county employees from
unscrupulous web sites.

o 2010 -2013 Anti-Virus protection upgraded.
o 2012 - Installed four new firewalls providing enhanced security protection from

malicious scans and attacks.
o 2012 - Security Log review

2011 - County web site updated from the current static site to a more dynamic and more
modern web site.

2011 - Created an online assessment web site to allow citizens to assess online, saving time
and money for the county citizens.

2012 - County departments trained to edit their web site allowing more rapid updates to the
site.

2013 - Inside home page was updated with changes to reflect current information

2013 - Created a new Assessor search site with local company Data Scout
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2011 - Replaced Windows 2000 servers with Windows Server 2008.2012 - Virtualization
system installed allowing redundant servers in the environment. Decommissioned over 30
physical servers and deployed them to the Virtualization.

2012 - Installed IFAS servers moving the new accounting/HR system onto latest platform
increasing the speed of the SunGard application.

2013 - Updated Domain controller to 2012 in preparation for full upgrade to server 2012

2012 - Replaced county’s outdated switches with current CISCO switches expanding the
security, speed, and availability of the county’s network infrastructure.

2012 - County server rooms rewired.

2013 - Increased the network bandwidth of the county internet to allow ease of access to
county provided programs.

2013 - Provide remote access for county employees to connect from outside the county

offices allowing them to work from site to site without having to report back and complete
paperwork.

2011 Identified obsolete workstations and printers creating a plan to replace them.
2011 — 2013 replaced over 350 computers.

2012 - Created standards for all offices for computer systems.

2012 - Replaced Juvenile Justice Center outdated phone and voice mail system with voice
over ip phones expanding the number of phones with voice mail.

2013 - Expanded Voice over IP phones to the main courthouse, Road department complex,
and EOC

2013 - Replacing all analc phones with Cisco VOIP phones, for all county offices and
remote locations (completion in 2014)



Coroner building system project, included:
1. Wiring and networking the office into the county system
2. Computer systems and printers installed
3. Coroner application created allowing the automation of records and retrieval of all cases
they respond to. This is the first remote application in the county’s history.

New building project included:
1. Wiring and networking the office into the county system.
2. First time that Washington County has had a technologically advanced classroom that
includes: Smart board with audio, iPads allowing access to training web sites, Wireless
access in the classroom.

New building project included:
1. Deployed computer systems
2. Wired and wirelessly networked the center into the county system.
3. Created web site, and program for managing the shelter animals, allowing citizen access to
pet adoption and services.
4. Provided camera and security devices, to increase security in the shelter.

D

» Upgraded Audio system to improve the sound system
» Included digital Video system allowing presentations to be viewed by all

%
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2011 - Assessor’s application restructured allowing for the email of document to
Washington County citizens saving in postage and paper cost.

2012 - Create a county wide focus group that upgrade all GIS servers and created new

maps allowing business to research county information 2012 - Assessors GIS program

upgraded to the version 10.0 (was four levels behind), won the most improved web site
for GIS in 2012

2013 - County maps and databases modernized with latest information, GIS committee
created to facilitate Standards for GIS processes.

2013 - Created Assessor customer focus group to allow Washington County companies
to have a voice in the creation of maps.

2013 - Updated GIS Web Maps to new flex allowing customization of maps

% 2013 - Environmental Affairs program revised and deployed.
o Added complaints module to the program.

o Created and deployed Environmental Affairs Recycling program.

2012 - Rite Track application deployed (project was over three years old when we took
over the project) provides tracking and case management of the county Juvenile
offenders.

o Upgraded Rite Track application

2013 - Maysi program for Juvenile assessments for both the JDC and JJC.

2013 - Created Child Support program for Circuit Clerks office allow electronic
tracking of Child support.

2013 Circuit Clerk’s application with COTT system was upgraded and deployed to the
latest versions.

o Multiple minor upgrades and five major upgrades



@
%

Kl 9
0.0 ‘.0

/)
.0

L)

2013 - Update Cott image viewer to correct errors with Java, requiring major training to
both internal and external users.

2012 - Planning program refreshed providing reporting for the department.

2012 - Replacing Planning application project management

2011 - Road department program revised and updated to allow FEMA reports to be
submitted resulting in emergency funds request to be processed.

2013 - Created a new application for the Road Department replacing the old 65
program with the latest version, allowing them to create reports and track inventory.

2013 - Created and deployed Animal Shelter Volunteer Clock program.

2013 - Created county kiosk for animal shelter allowing citizens to browse and select a
pet

2012 - Treasure payroll program updated and deployed.

2011 - Collector software updated and deployed allowing the office to now email out
receipt saving on paper and stamp cost.

2012 — Deployed credit card system to accept payment for taxes

2011 - Deployed SunGard/IFAS system replacing GSA accounting and financial
program, allowing for the first time for county purchase cards to be completed and
adjusted in real time. All county departments can access their budget with current
financial data.

2012 ~ Consolidated time clock application
2013 - Deployed employee online
2013 - Deployed applicant online



% 2011 - Washington County creates a first help desk for the employees
% 2012 - Provide training to end user for Microsoft Office products, training over 60
employees resulting in the utilization of Microsoft Office products.

®» 2012 - Created redundant server in EOC to allow failover of server in the event of an
emergency.

= 2012 - Replaced antiquated tape backup devices with latest technology backup appliances
resulting in the first every complete backup of all systems. (we have currently outgrown
this solution)

= 2012 - Deployed to all locations battery backup solution in the event of power loss.

s 2012 - Created the first IT county disaster recovery plan submitted to ACCOP for review.









Project 2014

Backup Project

IT Budget 2014

Hardware Professional Services Project Totals
Line # 4009 Line # 3009
$16,895.00 $16,895.00

$140,000.00

$16,895.00

$38,586.00

$165,000.00




Vendor
SmartNet
Panda A/V Secuirty
File Marker
Solar Winds
Nettica

Dell

SWREG
Spectorsoft
IPSwitch

Sony

M&S Tech Support
Symantec BKUP
GFI Software
Numera S/W
Netikus.net
Symantec Linux
System Tools
Hyena

AT&T Gateway
Edgewave

SSL Certs

Kace

Digtal Persona
Policy Pack

Firewall Log Review S/W

MS Tech Net

MS MSDN
Microsoft License
Confio

VmWare Support
ESRI

Video Conferencing
National Seminars
Experts Exchange
Sharepoint
Software Assurance

Software Renewals

Line # 3102
Desription Cost
Cisco Warranty $73,273.07
Anti-Virus $10,225.41
Application Database software $3,328.94
Network Mointor Software $14,647.50
DNS $132.00
Server Warranty Support $26,000.00
Support $153.73
Management Software $4,119.00
FTP Software $3,006.00
Video Software Support $659.95
Firewall support $3,865.77
Backup S/W $9,955.00
Archinve S/W $1,619.42
Track-it Help Desk S/W $13,009.88
Event Senty alerting s/w $1,577.50
Backup S/W $390.57
System Management tool $1,875.60
System Management tool $880.00
email $5,940.00
Web Support $7,546.00
Security Certs $15,500.00
Deployment management S/W $5,500.00
Finger Print Security $16,726.72
AD GPO S/W $12,745.00
Security alerting $33,447.29
Techincal Software $770.00
Dev S/W $6,015.90
License $111,200.00
SQL Monitor S/W $7,642.80
Support $20,593.00
GIS License $21,500.00
Software license $75,000.00
Training Seminar software renewal R $598.00
Maintenance renewal $99.95
Software $20,640.00
Office License Upgrade protection $5,000.00

$535,184.00









